
Incident Readiness
Closing the ‘Exploitation Window’

Conclusion
- Incident	Response	Plans	lag	behind

but	are	beginning	to	get	airtime
- The	Incident	Readiness	posture	of

most	organisations	is	lacking
- Need	to	raise	awareness	of	Incident

Readiness
- Crucial	to	detect	intrusions	sooner

Want	to	learn	more	or	get	
more	details?	Visit	our	

website.

Find	out	more

www.foregenix.com

The Timeline of an Incident

Are we prepared?

What is failing?

System	build	
standards	are	

lacking

This	is	
coupled	with	
inadequate	
logging

Without	
logging,	

there	is	little	
alerting

Request	an	Incident	
Readiness	workshop	from	
your	security	partner
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Incident	
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Cycle

% of companies with an Incident Response Plan

Has	Actionable	Plan

Has	Non-Actionable	Plan

Has	No	Plan

The average 
“Exploitation Window”

Those that do have an Incident Response Plan 
focus more on REACT rather than DETECT.

Most organisations lack an Incident 
Response Plan of any kind.

24 weeks (5.5 months)

Without alerting, there is limited 
awareness.

Recommendations

Review	your	Incident	
Response	plans	annually

Work	to	understand	your	
environment

Attempt	to	confirm/validate
that	security	control	work	as	
required

http://www.foregenix.com/Incident-Response-Planning-Contact

